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4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) |EI Claim(s) 1-12 and 15-19 is/are rejected. 

7) 0 Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) Q The specification is objected to by the Examiner. 

10) ^ The drawing(s) filed on 04 March 2002 is/are: a)^ accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) ^ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)E| All b)D Some * c)D None of: 

1 Certified copies of the priority documents have been received. 

20 Certified copies of the priority documents have been received in Application No. . 

3.Q Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attach ment(s) 

1) ^| Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-41 3) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO/SB/08) 5 ) □ Notice of Informal Patent Application 

Paper No(s)/Mail Date . 6) □ Other: . 



PTOL-T26 d (Rev e 08-06r 



Office Action Summary 



Part of Paper No./Mail Date 20090908 



Application/Control Number: 10/090,718 Page 2 

Art Unit: 2436 

DETAILED ACTION 

1 . Applicant's arguments and appeal filed 5/1 8/09 have been fully considered. 

2. Claims 1-12 and 15-19 are pending and have been examined. Claims 13 and 14 
have been cancelled. 

3. In view of the appeal brief filed on 5/18/09, PROSECUTION IS HEREBY 
REOPENED. A new ground of rejection is set forth below. 

To avoid abandonment of the application, appellant must exercise one of 
the following two options: 

(1) file a reply under 37 CFR 1.111 (if this Office action is non-final) or a 
reply under 37 CFR 1.113 (if this Office action is final); or, 

(2) initiate a new appeal by filing a notice of appeal under 37 CFR 41.31 
followed by an appeal brief under 37 CFR 41.37. The previously paid notice of 
appeal fee and appeal brief fee can be applied to the new appeal. If, however, the 
appeal fees set forth in 37 CFR 41.20 have been increased since they were 
previously paid, then appellant must pay the difference between the increased 
fees and the amount previously paid. 

A Supervisory Patent Examiner (SPE) has approved of reopening 
prosecution by signing below: 
/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2436 
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Claim Rejections - 35 USC §103 

4. The text of those sections of Title 35, U.S. Code not included in this action can 

be found in a prior Office action. 

Claims 1-12 and 15-19 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Rivest (US 5,724,428). 

Regarding claims 1, 7, 11, and 15-17, Rivest teaches 

a method of data encryption in programming of a control unit comprising: 
encrypting a complete stream of data to be transmitted in a programming 
unit using a first key, wherein a byte by byte encryption of the complete 
stream of data is capable of being performed, and wherein no byte-wise 
allocation between input and output data occurs (fig.1A-1C, col. 5-6, 
Encryption); 

transmitting the data that had been encrypted to the control unit via a data 
line (fig. 2, channel); and 

decrypting the data that had been encrypted in the programming unit 
using a second key provided in the control unit (fig.1A-1C, col. 5-7, 
Decryption); 

wherein: successive bytes during encryption are provided with an index i, 
where i = 0,1 ,2,..., an encrypted byte n* is formed from an unencrypted 
byte n according to the following, a starting value n_i being used for 
decryption and encryption (col. 5-7): 
n_i = So 
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n t =\n t «<XX-i \ ® S 



(col. 5-7) 



an unencrypted byte n is formed from an encrypted byte n* according to 



the following: 



n t = In* 0 S , 



»>T n U (col. 5-7) 



Rivest does not expressly disclose the exact "equations", however teaches 
similar equations that accomplish the same result (col. 5-7, the "for" loop accomplishes 
the same as the summation, and is an implementation of a summation operation). 
Further, the conventional DES expect the keys at both, recipient and sender, without 
sending the key. 

Therefore, it would have been obvious to someone of ordinary skill in the art at 
the time the invention was made to have each participant have the key as it is taught in 
DES to avoid having to send it with the message. 

Regarding claims 2 and 8, Rivest teaches wherein the first key and the second 
key are identical (col. 1-7, symmetric encryption). 

Regarding claims 3 and 9, Rivest teaches wherein the first key and the second 
key are not identical (col. 2, variable length key, determined by parameter). 

Regarding claim 4, Rivest teaches wherein each one of the first key and the 
second key includes a table that is accessed by a hash function (col. 8, hash function). 

Regarding claim 5, Rivest teaches wherein at least one of the first key and the 
second key is implemented in an electronic circuit (col. 1-3, hardware). 



Application/Control Number: 10/090,718 Page 5 

Art Unit: 2436 

Regarding claim 6, Rivest teaches wherein at least one of the first key and the 
second key is implemented in the form of a computer program (col. 1-3, software). 

Regarding claim 10, Rivest teaches wherein the programming unit and the 
control unit each includes an electronic computing unit and a memory module that are 
linked together by a data bus (fig . 1 A-2 , col. 1-2, microprocessor). 

Regarding claim 12, Rivest teaches wherein the computing unit includes an 
electronic computing unit in a programming unit (col. 1-2, microprocessor). 

Regarding claim 18, Rivest teaches wherein there is no bit-wise allocation 
between input and output data (col. 3, input/output are the same size, but per round 
processing on bytes produces dependency on current data and intermediate results). 

Regarding claim 19, Rivest teaches wherein there is no bit-wise allocation 
between input and output data (col. 3, input/output are the same size, but per round 
processing on bytes produces dependency on current data and intermediate results). 
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Conclusion 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DAVID CERVETTI whose telephone number is 

(571 )272-5861 . The examiner can normally be reached on Monday-Tuesday and 
Thursday-Friday. 

6. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571)272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

7. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2436 

/David Garcia Cervetti/ 
Primary Examiner, Art Unit 2436 



